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ALL RIGHTS RESERVED. 

Any and all information, including, among others, wordings, pictures, graphs are the 
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Trademarks Acknowledgement 

and other Hikvision’s trademarks and logos are the properties of Hikvision in 

various jurisdictions. Other trademarks and logos mentioned below are the properties of 

their respective owners. 

Legal Disclaimer 

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE PRODUCT DESCRIBED, 

WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, IS PROVIDED “AS IS”, WITH ALL 

FAULTS AND ERRORS, AND HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, 

INCLUDING WITHOUT LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS 

FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT OF THIRD PARTY. IN NO EVENT 

WILL HIKVISION, ITS DIRECTORS, OFFICERS, EMPLOYEES, OR AGENTS BE LIABLE TO YOU 

FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT DAMAGES, INCLUDING, 

AMONG OTHERS, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, 
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SURVEILLANCE LAWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN 

YOUR JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR 

USE CONFORMS THE APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN THE EVENT 

THAT THIS PRODUCT IS USED WITH ILLEGITIMATE PURPOSES.  

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, 
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System Ports 

The following ports are used for the regular transmission of the signaling and data in the 

iVMS-5200 Mobile Surveillance V1.1.0. You may need to forward these ports on routers for 

WAN access or allow them on firewall according to the different software deployment or 

network structure: 

Server Destination 
Port 

Number 

Source Function and 

Description 
Conflict Solution 

CMS 

(Central 

Manage

ment 

Server) 

CMS 

80 Client  The port for HTTP access 
Modified in Service 

Manager 

123(UDP) 
Servers 

&Devices 
The port for NTP server 

User can modify the 

port number of 3rd 

program that 

occupies this port 

443 Client 
The port for HTTPS 

access 

Modified in Tomcat 

configuration file 

50051 

Client, 

MES, 

MVAG 

gRPC port  
Modified in CMS 

configuration file 

MNMS 

(Mobile 

Network 

Server) 

15499 Client 
The port for event 

management 

Modified in Service 

Manager 

15497 
Other 

servers 

The port for network 

management service 

Modified 

automatically 

MES 

(Mobile Event 

Server) 

15400 Client 
The port for event 

management 

Modified in Service 

Manager 

15401 MNMS 
The port for 3rd party 

SDK 

Modified in 

automatically 

MVRM 

(Mobile 

Video Record 

Management 

Server) 

6300 Client 
The port for VRM 

management 

Modified in Service 

Manager 

6301(UDP

) 
MNMS 

The port for network 

management agent 

Modified 

automatically 

MVAG 

(Mobile 

Video Access 

Gateway) 

7660(UDP

) 

Ehome 

device 

The port for registering 

Ehome device 

Modified in Service 

Manager 

9602(TCP

/UDP) 
Client 

The port for VAG 

management 

Modified in Service 

Manager 

9600 CMS 

The port for CMS notice 

and remote 

configuration 

Modified 

automatically 

9601 MNMS The port for network Modified 



 

management agent automatically 

MFS 

(Mobile 

Forward 

Server) 

15501 Client 

The port for Control 

Client getting alarm and 

GPS information 

Modified in Service 

Manager 

15502 CMS gRPC port 
Modified in FS 

configuration file 

15504(UD

P) 
MNMS SAMP inspection port 

Modified in FS 

configuration file 

15503 
Mobile 

Client 

The port of mobile client 

getting GPS data 

Modified in Service 

Manager 

MBS 

(Mobile 

Business 

Server) 

50053 CMS gRPC port 
Modified in Service 

Manager 

162(UDP) MNMS Inspection port 
Modified in MBS 

configuration file 

MQ 

11024 CMS 
The port for getting 

news  

Modified in MQ 

configuration file 

12261 MES 
The port for getting 

news 

Modified in MQ 

configuration file 

PostgreSQL 5432 Client Database port 

Manually 

(the installation disk 

will remind and quit 

install when a conflict 

is detected) 

SMS 

(Stream 

Media 

Server) 

SMS 

554 Client 
Getting stream for live 

view 

Modified in Service 

Manager 

10000 Client 
Getting stream for 

playback 

Modified in SMS 

configuration file 

50000-52

000 

Ehome 

Device 

Getting stream from 

Ehome device for live 

view and playback 

Modified in SMS 

configuration file 

6678 CMS Configuration port 
Modified 

automatically 

6001(UDP

) 
MNMS 

The port of network 

management agent 

Modified 

automatically 

Note: 1. The Ehome device includes MVR, PVR, Body Camera and Portable PTZ dome. 

     2. Please ensure that the port segment 9600-9650 is available. 

3. If there is no mark after the port number, TCP is the default. 

 



 

 

 


