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Legal Information 

 About this Document 

● This Document includes instructions for using and managing the Product. Pictures, charts, images and all 

other information hereinafter are for description and explanation only.  

● The information contained in the Document is subject to change, without notice, due to firmware 

updates or other reasons. Please find the latest version of the Document at the Hikvision website 

(https://www.hikvision.com). Unless otherwise agreed, Hangzhou Hikvision Digital Technology Co., Ltd. 

or its affiliates (hereinafter referred to as "Hikvision") makes no warranties, express or implied. 

● Please use the Document with the guidance and assistance of professionals trained in supporting the 

Product. 

About this Product 

This product can only enjoy the after-sales service support in the country or region where the purchase is made. 

Acknowledgment of Intellectual Property Rights 

● Hikvision owns the copyrights and/or patents related to the technology embodied in the Products 

described in this Document, which may include licenses obtained from third parties. 

● Any part of the Document, including text, pictures, graphics, etc., belongs to Hikvision. No part of this 

Document may be excerpted, copied, translated, or modified in whole or in part by any means without 

written permission. 

●   and other Hikvision’s trademarks and logos are the properties of Hikvision in 

various jurisdictions. 

● Other trademarks and logos mentioned are the properties of their respective owners. 

LEGAL DISCLAIMER 

● TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THIS DOCUMENT AND THE PRODUCT 

DESCRIBED, WITH ITS HARDWARE, SOFTWARE AND FIRMWARE, ARE PROVIDED "AS IS" AND "WITH ALL 

FAULTS AND ERRORS". HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT 

LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, OR FITNESS FOR A PARTICULAR PURPOSE. THE 

USE OF THE PRODUCT BY YOU IS AT YOUR OWN RISK. IN NO EVENT WILL HIKVISION BE LIABLE TO YOU 

FOR ANY SPECIAL, CONSEQUENTIAL, INCIDENTAL, OR INDIRECT DAMAGES, INCLUDING, AMONG OTHERS, 

DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, OR LOSS OF DATA, CORRUPTION 

OF SYSTEMS, OR LOSS OF DOCUMENTATION, WHETHER BASED ON BREACH OF CONTRACT, TORT 

(INCLUDING NEGLIGENCE), PRODUCT LIABILITY, OR OTHERWISE, IN CONNECTION WITH THE USE OF THE 

PRODUCT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES OR LOSS. 

● YOU ACKNOWLEDGE THAT THE NATURE OF THE INTERNET PROVIDES FOR INHERENT SECURITY RISKS, 

AND HIKVISION SHALL NOT TAKE ANY RESPONSIBILITIES FOR ABNORMAL OPERATION, PRIVACY LEAKAGE 

OR OTHER DAMAGES RESULTING FROM CYBER-ATTACK, HACKER ATTACK, VIRUS INFECTION, OR OTHER 

INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY TECHNICAL SUPPORT IF 

REQUIRED.  

● YOU AGREE TO USE THIS PRODUCT IN COMPLIANCE WITH ALL APPLICABLE LAWS, AND YOU ARE SOLELY 

RESPONSIBLE FOR ENSURING THAT YOUR USE CONFORMS TO THE APPLICABLE LAW. ESPECIALLY, YOU 

ARE RESPONSIBLE, FOR USING THIS PRODUCT IN A MANNER THAT DOES NOT INFRINGE ON THE RIGHTS 

OF THIRD PARTIES, INCLUDING WITHOUT LIMITATION, RIGHTS OF PUBLICITY, INTELLECTUAL PROPERTY 

RIGHTS, OR DATA PROTECTION AND OTHER PRIVACY RIGHTS. YOU SHALL NOT USE THIS PRODUCT FOR 

ANY PROHIBITED END-USES, INCLUDING THE DEVELOPMENT OR PRODUCTION OF WEAPONS OF MASS 

DESTRUCTION, THE DEVELOPMENT OR PRODUCTION OF CHEMICAL OR BIOLOGICAL WEAPONS, ANY 

ACTIVITIES IN THE CONTEXT RELATED TO ANY NUCLEAR EXPLOSIVE OR UNSAFE NUCLEAR FUEL-CYCLE, 

OR IN SUPPORT OF HUMAN RIGHTS ABUSES. 

● IN THE EVENT OF ANY CONFLICTS BETWEEN THIS DOCUMENT AND THE APPLICABLE LAW, THE LATTER 

PREVAILS.  

©  Hangzhou Hikvision Digital Technology Co., Ltd. All rights reserved 
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Question 

Failed to log into the IP Receiver Pro. 

Answer 

Make sure the DeviceGatewayService is running properly in the Task Manager. 

If the DeviceGatewayService is in stopped status, right-click it and start it. If you 

fail to start the DeviceGatewayService, make sure that you have installed the IP 

Receiver Pro conforming with the following rules: 

a. You have has the permission of Administrator. 

b. You have installed the IP Receiver Pro as an Administrator. 

c. Only English characters are allowed in the installation directory. 



FAQ for Hik IP Receiver Pro 

2 
 

 

Question 
Why the DeviceGatewayGuard icon is not displayed in the computer system tray? 

Answer 

Check if the DeviceGatewayGuard.exe process is running in the Task Manager. 

If the process is running, it means that the IP Receiver Pro is in normal state.  
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Question 

The device added by ISUP is offline. 

Answer 

Something is wrong with the network, which causes the failure of accessing to 

the IP Receiver Pro’s registration port. Log into the device via a Web browser, 

check the server address and server port you entered and make sure they are 

correct. In addition, you should make sure the device is connected to the 

network properly. 

 

Question 

The IP Receiver Pro cannot receive alarm notifications after setting port mapping. 

Answer 

Something is wrong with the network. Check whether the parameters of port 

mapping on the router are the same with those configured on the IP Receiver 

Pro. 

Question 

The IP Receiver Pro installed in Windows Server 2008 R2 Enterprise does not 
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work. 

Answer 

Make sure you have installed the vs 2008/vs 2013 runtime library in the system. 

If not, install it and reinstall the IP Receiver Pro. 

Question 

How to get the logs for debugging? 

Answer 

Perform the following steps to get the logs. 

a. Go to Configuration -> System Maintenance -> Log. In the Log Management 

area, select the log level as Debug in the Select Level field and save. 

b. Repeat the operation which generates the issue. 

c. Finally, click Export to save the logs in your PC. 

Question 

How to configure port mapping for the IP Receiver Pro? 

Answer 

Perform the following steps. 

a. Configure the external ports of the IP Receiver Pro. 

b. On the NAT page -> Device Port Mapping page of the IP Receiver Pro, enter 

the external port and external address. 

c. Check the Enable box to enable the function of port mapping. 

Notes: 

 Make sure the device port mapping on the IP Receiver Pro is configured 

correctly. 

 Make sure the firewall does not stop information related to the ports. 
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Question 

After adding a device to the IP Receiver Pro, the device turns offline. 

Answer 

The hibernation of your PC can cause the restart of the NIC, which will lead to 

the failure of getting a real device status, so make sure you have disabled the 

hibernation of your PC. 

Question 

The IP Receiver Pro works properly on the Web browser, but failed to respond 

to the request sent by postman. 

Answer 

Check the following parameters and make sure they are correct. 

a. The Method and URL. 

b. The request. 

c. The user name and password used for digest authentication. 

Question 

When starting the IP Receiver Pro via HTTPS protocol, a notification will show 

saying the page is not safe. How to disable the notification? 

Answer 

Import a signed certificate to the IP Receiver Pro. 
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Question 

The ARC cannot receive the device status events. 

Answer 

Check if you have enabled the events on IP Receiver Pro as follows. 

 

Question 

The HeartBeat Alarm codes on IP Receiver and IP Receive Pro are not the same. 

Answer 

For HeartBeat Alarm on IP Receiver, the Original Code is 3602, and the CID Code 

is R602. For Periodic Report Test on IP Receiver Pro, the Original Code is 1602, 

the CID Code is E602, and the SIA code is RP. 

Question 

The ARC fails to receive Periodic Report Test (HeartBeat Alarm) or receive alarms 

too frequently. 

Answer 

 If you disable Period Test on the Device Configuration page, you can set the 

heartbeat interval on the following page. 
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 If you enable Period Test on Device Configuration page, you can configure 

related settings on the page. There are two connection modes: 

a. When the connection mode is HPC, you can configure periodic test 

interval as follows:  

 

b. When the connection mode is ISUP, you can configure periodic test 

interval as follows: 



FAQ for Hik IP Receiver Pro 

8 
 

 

Question 

What are the differences between device heartbeat alarms and the heartbeat 

of IP Receiver Pro? 

Answer 

Device HeartBeat Alarm is a kind of alarm which is sent to the ARC regularly if 

the device is online. The alarm aims to regularly inform the ARC that the device 

is still online. The heartbeat of IP Receiver Pro is used to make sure it remains 

connected with the ARC. 

Question 

How to add devices via dual connection on IP Receiver Pro? 

Answer 

a. Log into IP Receiver Pro and go to the following page. Enter Hik-Partner Pro 

Address, ARC ID, and ARC key. Enable Dual-Connection, and configure 

external ports and the address. Click Save. 
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b. Add devices managed on Hik-Partner Pro to IP Receiver Pro. In the column 

of Support Dual-Connection, you will see Yes. This means that you have 

successfully added a device connected by Dual-Connection. 

 

Question 

What is a Dual-Connection? 

Answer 

 In dual-connection mode, ISUP connection is prioritized.  

 
 When ISUP is disconnected, HPC connection will be used. 

 

 Once ISUP connection is resumed, the connection mode will automatically be 

changed to ISUP. 
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Question 

IP Receiver Pro fails to connect with the ARC. 

Answer 

Make sure the protocol type and interface on IP Receiver Pro are the same as 

the ARC. 

Question 

IP Receiver Pro is disconnected with the ARC frequently. 

Answer 

Check if the protocol types selected on IP Receiver Pro and ARC are the same. 

For example, there are two types of the Sur-Gard protocol, and they are MLR2 

and MLR2000. Make sure the type you select on the ARC is the same as that on 

IP Receiver Pro. 

Question 

The ARC fails to receive alarms although it is connected with IP Receiver Pro. 

Answer 

Check if IP Receiver Pro receives alarms on the Historical Event page. Go to the 

Historical Event page to make sure there are alarms triggered. If there are no 

alarms on IP Receiver Pro, you need to check if the alarms were triggered on the 

Device Configuration page. If you can receive alarms on IP Receiver Pro, check if 

the ARC is connected properly with IP Receiver Pro. 

Question 

Alarms are not displayed on the Historical Event page though a device has 
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reported several alarms. 

Answer 

The default time range of searching historical events on the Event Monitoring 

page is from 00:00:00 to 23:59:59 in the time zone same as the PC. If the time 

zones of the device and the PC are different, you can set the time range one day 

earlier or later to search historical events.  

Question 

There is no video for verification when there is an alarm triggered in a zone. 

Answer 

Check if there are any cameras linked with the AxPro on IP Receiver Pro. If so, 

check if there are any videos recorded by the linked cameras. If there are no 

cameras linked with the AxPro, check if there are any cameras linked with the 

zone on the Device Configuration page. 

Question 

The video for verification cannot be played. 

Answer 

Upgrade IP Receiver Pro to version 1.3 or newer. 

Question 

How to upgrade IP Receiver to IP Receiver Pro? 

Answer 

Question 

Instructions on upgrading IP Receiver Pro. 
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Answer 

Keep the configuration file when you uninstall IP Receiver Pro, and make sure 

you install the newer IP Receiver Pro in the same directory as the original IP 

Receiver Pro. 

Question 

Are ARC ID and ARC Key are required? 

Answer 

No. If there are no ARC ID or ARC Key, you can add devices to IP Receiver Pro via 

ISUP. 

Question 

The event name is Undefined Event on IP Receiver Pro. 

Answer 

If the event triggered on the device is not defined on added to IP Receiver Pro, 

the event name will be Undefined Event by default. You can add the undefined 

event to IP Receiver Pro and define the event manually. 

Question 

Instructions on hot spare settings. 

Answer 

The function is only supported by IP Receiver Pro 1.4 and newer versions. For 

details, refer to How to Set Up a Hot Spare Scenario Quick Start Guide. Please 

contact the technical support team for the guide. 

Question 

Instructions on the Interval Setting of Periodic Report Test. 

Answer 

The heartbeat interval setting on Device Configuration page is preferred. 

However, if Periodic Report Test on the Device Configuration page is disabled, 

you can go to Automation Output -> Protocol -> Device Heartbeat Interval on 

IP Receiver Pro, and configure it. 
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Question 

Why my ISUP-connected device is offline on IP Receiver Pro, while the ISUP 

connection between the device and IP Receiver Pro is fine? 

Answer 

One of the possible reasons is that the PC firewall blocked the device. You can 

turn off the firewall. Also, check if the status of the registered port (7661 by 

default) is normal. 

Question 

If you add devices by dual-connection or ISUP, you need to enable the 

corresponding ports. 

Answer 

ISUP registration port TCP 7661 by default 

ISUP alarm port TCP 7662 by default 

ISUP two-way audio port TCP 7666 by default 

ISUP live view port TCP 7664 by default 

ISUP playback port TCP 7665 by default 

ISUP cache port TCP 7091 by default 

Question 

Failed to receive alarms and video verification information from AXPRO on IP 

Receiver Pro. 

Answer 

Check whether the related device permissions are granted to you. 

Question 

Whether the ISUP connection on IP Receiver Pro supports domain name 
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registration. 

Answer 

Yes. The device ISUP registration address and the mapping port address on IP 

Receiver Pro should both be set as the domain name, and the two should be the 

same. 

Question 

Instructions on the naming rules of device Account ID when configuring 

automatically added devices which are managed on Hik-Partner Pro. 

Answer 

The Account ID is the same with device serial number. 

Question 

What are the differences between the two files start_IPReceiverPro.bat and 

start_IPReceiverPro_NoInfo.bat in the installation directory? 

Answer 

 If you start the video plugin by the file start_IPReceiverPro.bat, you need to 

first edit the file and enter the gateway, zone, and alarm information. 

 If you start the video plugin by the file start_IPReceiverPro_NoInfo.bat, you 

need to first edit the file, enter the zone and alarm information when you 

edit the file, and enter the gateway information after starting the video 

plugin.  

 If the file start_IPReceiverPro_NoInfo.bat is not in the installation directory, 

the reason might be that the version of the video plugin is too low. You can 

contact the technical support to get the newest version.  

Question 
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The video plugin cannot be started by start_IPReceiverPro.bat or 

start_IPReceiverPro_NoInfo.bat. 

Answer 

Right click either of the file, and click Run as Administrator to run the video 

plugin. 



 

 

 


