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Preface

This document will explain Paradox IPRS7 reporting in depth and will cover the following topics:
- Panel reporting configuration

- IPRS7 configuration and operation
- Receivers output configuration for CMS

General presentation

IP reporting to CMS was designed as a fast and reliable communication method, compared to the
regular landline/GSM through DTMF reporting.

IP reporting structure

For IP reporting, the following components are required:
1. Field communication devices (IP150 or/and PCS devices) which are connected on the

panel’s serial port

2. Software receiver — IPR7
Automation software which is connected through serial connection or IP protocol (UDP) to
IPRS7. This software is not developed by Paradox and will communicate with our receiver
through one of the following open source protocols: ADEMCO 685, SURGARD MLR2-DG
and RADIONICS 6500

Protocols

IPDOX protocol it’s used between our field communication devices (IP150 or PCS) and our
receivers. This is a proprietary protocol and due to security reasons, it cannot be shared for
further integrations.

The protocols used on receivers’ output are known protocols used in the physical security
industry: ADEMCO 685, SURGARD MLR2-DG and RADIONICS 6500. Once the CMS software is
compatible with one of these protocols, it can be integrated with our receivers.
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1. Reporting configuration for EVO panels

1.1. Report codes configuration

Report codes can be programmed in Babyware, Panel programming -> Reporting -> Report
Codes section. Reporting codes with 00 will not be transmitted and report codes with FF will
be transmitted.

By default, all codes are 00 (no signal will be transmitted once the event occurs). These
codes should be customized for each event.

If Contact ID report code format is used, then all events should be set as FF. Best practice:
type “FF” in the main filed and press the extend button after. In this way all sub-fields will be
automatically filled with FF code (Fig. 1). In this way the panel will follow a known Contact ID
table for each report code.

% Reporting — a X
File
| Reporting Paths ' Report Codes A
Section Q| Description Q| value
e [emmr
3930 Emergency Panic FF
3931 Auxiliary Panic FF
3932 Fire Panic FF
3933 Recent Closing FF
3934 Police Code FF
3935 Zone Shutdown FF
3936 Duress FF
3937 Keypad Lockout Duration FF
+ Special Arming __°_|
+ Special disarming _QJ
+ Arm With Keyswich _QJ
% Disarm With Keyswich 9
4. Tranhlas al ¥
< >
X Cancel v oK

Fig. 1 Report Codes
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1.2. Report codes format configuration

Report codes format can be configured in Panel programming -> Reporting -> Reporting
paths -> Global Settings. The reporting codes format can be set for each receiver, from #1 to #4
(Fig. 2). Up to 4 receivers can be configured for reporting.

@ Reporting = O X
File

Reporting Paths ' Report Codes A
Call Direction' | Global Settings ' Landline and GSM ' GPRS/P  SMS (Text Messages) ' Voice (VDMP3) ' PC Communication (BabyWare)

Report Code Format Auto Test Report Every

Phone #1/Receiver #1 ADEMCO CONTACT ID v| | @ Every 000 days | At 0:00 [=

Phone #2 / Receiver #2 ADEMCO CONTACT ID v

Phone #3 / Receiver #3 ADEMCO EXPRESS v | | O Every hour on the minute B

Phone #4 / Receiver #4

O Every 005 min. minutes when armed

Fmoring Crenos 060 min. minutes when disarmed

Account # Transmission ByArea v

Report zone restore Bell Cut-Off v

Delay Alarm Transmission O Every hour on the minute o

Delay Power Failure Report Every 000 min. minutes when armed

Power failure restore report delay Every 000 min. minutes when disarmed

Reporting Options ¥ Area 1 Area 2 Area3 Aread Area5 Area 6 Area7 Area 8
rea 1 Area 2 Area 8

Report System Disarming Always Always Always Always Always Always Always Always
Recent closing 000 sec 000 sec 000 sec 000 sec 000 sec 000 sec 000 sec 000 sec H
< >
¥ Cancel v oK

Fig. 2 Report Code Format

1.3. Central Station Info configuration

The receiver parameters need to be programmed in the Central Station Info section (Fig. 3)
from the GPRS/IP tab. The following parameters should be programmed in Central station info
tab:

a) Receiver’s IP and port:

For IPRS7, only WAN 1 IP and port needs to be filled. The second WAN and port are not
used once an IPRS7 is used as receiver.

b) Receiver password - by default the IPRS7’s password is 123456. This password is used only
in registration step, not for receiver management. It can be changed from receiver’s
Setting tab — Input configuration.

c) Register button — after all receiver parameters are programed and sent to the panel,
register button will be pressed.
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d) [P Profile is used to set the security profile polling and supervision time of the

communication module. More details can be found in receiver management chapters 3.
Area account is a 4 digits hexadecimal account used to identify the site or different areas
of a system. All areas can be registered on the same account or different accounts for each
area, if needed.

PRS7 IP AND PORT NOT USED FOR IPRS7 RECEIVER PASSWORD SECURITY PROFILE REGISTRATION
STATUS
EiA A A
V‘e rting Pa(hs RerponCodes [ ] l ‘ )
Jal|l Direction ' Global Settings ' Landline and GSM | GPRSAIP ' SMS (Text Messages) Voice(V[ P3)  PC Communicdtipn (BabyWare)
Central Station Info P Recerver #1
WANT1 IP Address WANT1 IP Port WAN2 IP Address WAN2 IP Port IP Password IP Profile
IP Receiver #2
192.168. 1 .246 10005 10000 123456 02 Register Registered
IP Receiver #3
0.0.0.0 10000 0.0.0.0 10000 123456 00 Register Registration Error
IP Receiver #4
G.9.0:.6 10000 Bl o0 B 10000 123456 00 Register Registration Error
Area 1Account# | 1111 Area 3Account# |2222 Area SAccount# |FHEH Area 7 Account#  |#5H#
b jpse_| | :> AREA'S ACCOUNTS
Area 2 Account# | 1111 Area 4 Account#  |#E Area 6 Account# |#HE Area 8 Account#  |#EE ]
[{ o cCoun ransmission ure in 0_ ings ia

1.4.

Fig. 3 Central station Info

Reporting options

The following reporting options (Fig.4) can be modified on panel programming:

a)

b)

Reporting (GPRS/IP) checkbox — this option is enabled by default. Once disabled, even if
the reporting parameters are programmed there will be no signal sent to the receiver.
Dialer Channel - if dialer reporting is used also for the site, then dialer channel can be set
as a backup to IP/GPRS reporting or in addition to the IP/GPRS reporting (same time)
GPRS/IP Service Failure — This option will set the behavior of the panel once the GPRS/IP
service fails. The default option is Trouble Only. The option can be disabled or set as
trouble when the system is disarmed and audible alarm when the system is armed.

Reporting Options

Reporting (GPRS/P)

Dialer Channel (®) Dialer used as backup to GPRS/IP

(O Dialer used in addition to GPRS/IP

GPRSI/IP Service Failure Options Trouble Only

v

Fig. 4 Reporting options
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1.5. GPRS Service Provider Info

If a PCS module (GPRS/3G/LTE communication) is used for reporting, then the SIM card APN,
username and password should be filled, in order to be able to connect on carrier’s data network
(Fig. 5). Access Point Name, Username and password credentials can be sent through SMS
commands as well.

GPRS Service Provider Info - e - e
Compilete this section if you are using a PCS module for GPRS communication

Access Point Name (APN) |CarriersAPN J 12/ 32
User Identification ]CarriersUsemame ] 17 /32
Password [CarriersPassword | 17

Fig. 5 GPRS Service Provider Info
1.6. Event call direction

There are 4 event types which needs to be programmed to be reported to one or multiple
receivers: Arming/Disarming, Alarm/Restore, Tamper/Restore and Trouble/Restore. (Fig. 6)

For example, Arming/Disarming can be programmed to report to Receiver 1 and Tamper to
report to Receiver 2.

Troubles can be programmed to have backup on another receiver.

A maximum of 4 IP receivers can be programmed for EVO panels. By default, the panel is
programmed to report only to first receiver. If more than one receiver is programmed, like the
case from point 1.3, then the event call direction should be programmed as well as for the second
receiver.

@) Reporting - o X
File
| Reporting Paths | Report Codes
Call Direction | Global Settings " Landline and GSM | GPRS/P | SMS (Text Messages) " Voice (vDMP3) | PC Communication (Babyware) -
“ Arming/disarming
Reri Db Eeiits Area1 Area2 Area3 Area4 Areas Area 6 Area7 Area8
Area 1 Area 2 Area3 Area 8
[Phone #1/ Rec ________
Phone #2 /|
Phone #3 / Receiver #3 \j \j [1 \j \j [| \j |:|
Phone #4 / Receiver #4 O O O [ El O O O
Backup on None None None None None None None None
“ Alarm Restore
Area 1 Area2 Area3 Aread Areas Area 6 Area 7 Area8
AaemRestore] Area 1 Area 2 Area 3 Area 8
Phone #1/ Receiver #1 &
Phone #2 / Receiver #2 & (]
Phone #3 / Receiver #3 ] ] O o ] O (] [m]
Phone #4 / Receiver #4 ] O O O a O (] ]
Backup on None None None None None None None None
“ Tamper Restore
Area 1 Area2 Area3 Area4 Area s Area 6 Area7 Area8
aperiestons Area 1 Area2 Area 3 Area 8
Phone #1/ Receiver #1 __-2-____-_
Phone #2 / Receiver #2
Phone #3 / Receiver #3 EI EI El EI EI D EI [
Phone #4 / Receiver #4 ] O ] ] ] O (] ]
Backup on None None None None None None None None
|* Trouble restore
Event Phone #1/ Receiver #1 Phone #2 / Receiver #2 Phone #3 / Receiver #3 Phone #4 / Receiver #4 Backup on
[Frouble/Restore All Areas O [} None
l Special Report Codes All Areas =] =] O (] None
X Cancel v oK

Fig.76 Report call direction
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2. Reporting configuration for MG/SP panels

2.1. Report codes configuration

Report codes can be programmed in Babyware, Panel programming -> Reporting -> Report
Codes section. Reporting codes with 00 will not be transmitted and report codes with FF will be
transmitted.

By default, all codes are 00 (no signal will be transmitted once the event occurs). These codes
should be customized for each event.

If Contact ID report code format is used, then all events should be set as FF. Best practice: type
“FF” in the main filed and press the extend button after. In this way all sub-fields will be
automatically filled with FF code (Fig. 7). In this way the panel will follow a known Contact ID table
for each report code.

@ Reporting — O X
Eile
‘ Reporting Paths | Report Codes
Section Q) Description Q) value
= Specasam I (o |
863 Emergency Panic Fr
863 Auxiliary Panic FF
863 Fire Panic FF
863 Recent Closing FF
864 Zone Shutdown FF
864 Duress FF
864 Keypad Lockout Duration FF
864 ParademicAlarm FF
— Special Arming _2]
860 Auto-arming (timed/no movement) FF
860 Late to Close (Auto-arming) FF
860 No Movement Auto-Arming Enabled FF
860 Partial Arming FF
861 Quick Arming FF
861 Armingvia PC FF -
¥ Cancel v OK

Fig. 7 Report Codes on MG/SP panels
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2.2. Report codes format configuration

Report codes format can be configured in Panel programming -> Reporting -> Reporting
paths -> Global Settings. The reporting codes format can be set for each receiver, maximum
2receivers can be configured for reporting. (Fig. 8).

“w Reporting — O X
Eile

Reporting Paths ' Report Codes

Global Settings * Landline and GSM " GPRS/IP "' SMS (Text Messages) ' Voice (VDMP3) ' Pager ' PC Communication (BabyWare)

Event Call Direction Reporting Options
Events Phone #1 / Receiver #1 Phone #2 / Receiver #2 Contact ID Override O .
ArmiDicarm Report System Disarming [After an alarm v
T a—— Report zone restore ‘ Bell Cut-Off v
S
Delay Alarm Transmission LO | sec..
Tamper/Restore ——
Recent Closing Delay 0 | sec..
Trouble/Restore < 1
Delay Power Failure Report [15 | min..
S | Report Cod v v
pECRITERORIOCE Clear Events if Fail to [C\
Communicate Exceeds e
Report Code Format Auto test report (day)(000 = disabled)
Phone #1 / Receiver #1 ADEMCO CONTACTID v“ @ Every |0 ‘ daysat |00:00 =
EDone $efiierereress EC CONTACTID 2 7 VV‘ O Every hour on the minute 0 :
QO Every 5 minutes when armed
Every 60 minutes when disarmed
O Every hour on the minute 0 =
Every 5 minutes when armed
Every 60 minutes when disarmed
¥ Cancel v oK

Fig. 8 Global settings
2.3. Central station info configuration

The receiver parameters need to be programmed in the Central Station Info section (Fig. 3)
from the GPRS/IP tab. The following parameters should be programmed in Central station info
tab:

a) Receiver’s IP and port:

b) For IPRS7, only WAN 1 IP and port needs to be filled. The second WAN and port are not
used once an IPRS7 is used as receiver.

c) Receiver password - by default the IPRS7’s password is 123456. This password is used only
in registration step, not for receiver management. It can be changed from receiver’s
Setting tab — Input configuration.

d) Register button — after all receiver parameters are programed and sent to the panel,
register button will be pressed.
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e) [P Profile is used to set the security profile polling and supervision time of the
communication module. More details can be found in receiver management chapters 3.

f) Area account is a 4 digits hexadecimal account used to identify the site or different areas
of a system. All areas can be registered on the same account or different accounts for each
area, if needed.

& Reporting PRS7 IP and PORT NOT USED FOR IPRS7 RECEIVER PASSWORD SECURITY PROFILE REGISTRATION »
STATUS

File

Reporting Paths ' Report Cpdes

Global Settings ' Landline SMV ‘GPRS/IF; VSMS(TextMe es) VVoice(VDMPS) Pager 7ommunira b§'(BabyWare)

Central Station Info

WAN1
IP Address

82 .76 .223.153

IP Receiver IP Profile | Register Registration Status

2
IP Receiver #2 192.168.001.246 3 Register Unregistered

Backup IP Receiver 000.000.000.000 .000.000. _
Area 1P Account # 3333 ‘

:> AREA'S ACCOUNT
Area 2 IP Account # 3333

IP Receiver #1 Register Registered

Registration Error

Fig. 9 Central station Info
2.4. Reporting options
Following reporting options (Fig. 10) can be modified on panel programming:

g) Reporting (GPRS/IP) checkbox — this option is enabled by default. Once disabled, even if
the reporting parameters are programmed there will be no signals sent to receiver.

h) Diale Channel - if dialer reporting is used also for the site, then dialer channel can be set as
a backup to IP/GPRS reporting or in addition to the IP/GPRS reporting (same time)

i) GPRS/IP Service Failure — This option will set the behavior of the panel once the GPRS/IP
service fails. The default option is Trouble Only. The option can be disabled or set as
trouble when the system is disarmed and audible alarm when the system is armed.

Reporting Options

Reporting (GPRS/IP)

Dialer Channel (® Dialer used as backup to GPRS/IP O Dialer used in addition to GPRS/IP
GPRS/IP Senvice Failure Options Trouble Only v

Fig. 10 Reporting options
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2.5. GPRS Service Provider Info

If a PCS module (GPRS/3G/LTE communication) is used for reporting, then the SIM card APN,
username and password should be filled, in order to be able to connect on carrier’s data network
(Fig. 11). APN, Username and password credentials can be sent through SMS commands as well.

GPRS Service Provider Info - — = s
Complete this section if you are using a PCS module for GPRS communication

Access Point Name (APN) |CarriersAPN J 2/32
User Identification |CarriersUsemame | 7/ 32
Password JRL

Fig. 11 GPRS Service Provider Info
3. IPRS7’s accounts and settings management

The IPRS7 is a software receiver which is running on Windows (only) based computers. It is
designed to emulate the IPR512 IP/GPRS receiver directly from a computer without the need
for a hardware receiver.

3.1. Input configuration

The Input configuration (Fig. 12) is used to set parameters used for communication with
field devices. The following parameters needs to be set in this tab:

- receiver password (used in the registration step on panel side)

- network configuration — IP and port

- GSM/GPRS modem configuration if SMS reporting is used as a backup to the GPRS
reporting. The IPRS7 will check all available network interface cards (NICs) of the PC and

the operator will need to select the proper interface (IP). If the IPRS7 is used in an Internet-
based network, the IP port should be forwarded in the router configuration.
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& Settings x
input Please configure IPRS-7 parameters (Receiver password, IP port, Output por|
A&, Output Password
Receiver Password 123456
| Events

N IP Devices (WAN)

M Security Profiles
IP Reporting
< Miscellaneous IP Port 10005

IP ServerAddress

«a Operators

GSMIGPRS Modem
< * Email Account
[ SMS Reporting

Video Settings Event Retry Delay 20 sec
SMS Modem COM Port ~
|28 Accounts
Baud Rate 57600 bps v
SIM Card PIN [ ]
Polling 30 seconds ~
Modem Configuration Advanced

Automation Software

[J Remote Connection

Serial

57600 bps

X Cancel v Ok

Fig. 12 IPRS7 input settings
3.2.  Output configuration

The output configuration (Fig. 12) will allow communication with the automation software
(CMS). IPRS7 supports serial connection as well as IP connection:
1. Serial connection —the PC should have installed a serial (RS-232) card which will be
linked with another PC which runs the automation software (CMS).
2. IP connection - the IPRS7 will open a port to communicate with through IP with the
automation software (CMS).

3.2.1. Configuration of the IPR512 output for IP connection:

P A R Ai-== © K

} setings - I sacupmest|| M Input Automauon Software

Serial
Accounts
Output COM Port

][] sor5 5000080

:
Date and Time Accf

Events BaudRate
| || Recewed From Q Status
w3018, 1048.. 338f M Security Profiles o w || 00:19840€1268  Reported *
141032018, 1048... 28| 1P adtress ee—92.168. 1 .24 0019BA0E 1268  Reported
14022018, 1047 1184 14 Miscellaneous 0019 BAOE 1268  Reported
140212018, 1043 11 0019BA0E 1268  Reported
14032018, 10:36.. 118{| @ Operators Ok wrdocid 00:19.BA0E1268  Reported
141032018, 1034 118

14022018, 10:33-.. 228f)| « * Email Account
140272018, 1033 228
14032018, 1033... 228 Video Settings
140372018, 1033 228fl| fehndiedd 198404 Repored
10032018, 1032, 23af [l Accounts Headsr

Reparted
14032018, 1032... 228 Trailer Reported _

®Pot g 10051 uop

00-19BAOE:1268  Reported
Output Format - Q0IABA061268  Reported
ReceiverID s Reported
Reported

ackmack | waittor

ate and Time

it e
Rx R[5 10 Accounts | 9015150000 Evens 14032018 105907

Port for out

you
Setting Section program the same in th Format for the Reporting

Ip address of the PC you want to reach

Fig.12 IPRS7 output configuration
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Click on settings

Click on Output

Program the IP address (this is the address of the PC you want to reach)

Program the IP port (this is the port for the application you want to reach)

5- Select to output format to ADEMCO685, SURGARD MLR2-DG or RADIONICS 6500.

3.2.2. Configuration of the automation software

8§ Hercules SETUP utility by ¢ com

UDP Setup | Seral  TCP Clent | TCP Server | UDP | TestMode | bout |
dat:

Section to receive events

TCP

4z 1188 18 R401 01 COO1

4z 2288 18 R401 02 COO1 [192168.1.223 10051 == Same port as in IPRS7 output port
4z 3388 18 R401 03 C001

4z 4488 18 R401 04 COO1 Ping I | X Disconne ect] o
4z 5588 18 R401 05 COO1 Address of the PC that IPRS7 is installed
4z 6638 18 R401 06 COO1 TEA authoizalion
4z 7788 18 R401 07 COO1 TEA key

4z sese 18 R401 08 COO1 101020304 3; [0304080C

4z 1188 18 E602 00 €000
55 ie e toohes 2:[05060708  4: [0DOECF1D

e Events coming from IPRS7

PortStore test
[~ NVT disable

Received test data

I~ Rediect to UDP

[ I~ HEX  Send

[~ HEX  Send ke
I TN
[ I~ HEX  Send

Fig. 13 CMS configuration for IP reporting

1- Open Hercules software

2- Click on TCP client

3- Program the IP address of the PC that the IPRS7 is installed
4- Program the same port that you have configured in the IPRS7

3.3. Events configuration

In the Events tab (Fig. 14) are two main categories of events which can be customized on
IPRS7.

The first category is related to accounts (account supervision loss/restore and account
registration/deletion).

The second category is related to receiver internal events. All these events could be
configured per the CMS recommendations. Receiver events will be reported on a specific
account which should be configured in the same page.
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& Settings - X
‘ Input Account Events
Event Reportable | Event CID code
‘ Output Account Supervision Lost O 000 L
| Account Supervision Restored ] 000
Account Registered O 000
Account Imported O 000
‘ Security Profiles Module Registered O 000 v
r_,» Miscellaneous Account# |0000 ]
z Operators Receiver Events
Event Reportable | Event CID code
« * Email Account GSM Modem Connection Failure (] 000 (o
GSM Modem Connection Restore O 000
Video Settings Software Ci Failure O 000
Software C Restore O 000
|28 Accounts Account Backup O  o00
Account Restoral O 000
Event Backup O 000
Event Restoral E 000
Operator Login O 000 %
X Cancel v Ok

Fig. 14 Events tab

3.4. Security profiles

The IP reporting devices send a presence message to the receiver at intervals defined by
the module polling time. If the receiver does not receive any presence messages within the
receiver supervision time, the receiver can report a supervision loss of the account. There are
five security profiles by default with specific polling times and supervision times. These
security profiles can be modified using the Show Advanced option.

¥ Settings HES X
Security Profiles
A Input Polling Time + (3 x 20 sec) < Supenvision Time
Module Polling Time
‘ Output The reporting device polls the receiver (IPRS-7) atintervals defined by the Module Polling Time.

Ifthe receiver does not acknowledge, the reporting device will attempt to retry (3 times at intervals of 20 seconds)
In advanced mode, the number of retries and retry delay can be modified

Events Recelver Supervision Time

% Ifthe receiver does not receive any polling within the Receiver Supervision Time, the receiver can report a supervision loss.
Security Profiles

4 Miscellaneous

Show Advanced

a Operators

A Name Q Module Polling Time Supenvision Time Accounts with this profile
« * Email Account —
00 No Supenvision 6 hours - econds -
1 - -
Video Settings 0 Low Security 20 minutes 2 hours
02 Medium Security 10 minutes v 40 minutes w1
|28 Accounts 03 High Security 2 minutes - 10 minutes .1
04 Maximum Security 25 seconds v 90 seconds ~0
Add item (5/32)..,
X Cancel v Ok

Fig. 15 IPRS7 Security Profiles
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3.5. Miscellaneous

In this tab, the site name, custom logo and session expiry time can be set.

There are options to activate the logging mechanism of the receiver: log file size, log file
lifetime and logs folder. These should be activated if something goes wrong with the receiver
and logs are requested by Paradox Support Team in order to be investigated by the R&D.

& Settings - =
M Input
Site Name | My Site
A, Output Session Expiry Timeout (0-60min) (60 &)
Events Buffered Events 50,000 -
M\ Security Profiles Show custom logo
Custom Logo (375x45) |
£¥ Miscellaneous
Log
~
< Operators Enable memory log [~}
Enable file log &
« * Email Account
Log level ERROR ~
Video Settings File log parameters
Max disk size (MB) [10 &
|28 Accounts
Log file lifetime (days) |0 5
Log file interval (min) |0 =
Log folder [c\Program Files (x86)\Paradox s\
Event Log to File
Enable Event File Log =]
Log Folder e \Users\Puanc\Documems\Para‘
Max File Size (in Kb) | 1000 '
Frequency for Folder creation Daily v
X Cancel v Ok

Fig. 16 Miscellaneous

3.6. Operators

Up to 256 operators could be added for IPRS7 login. It’s recommended to add an email
address for each operator for password recovery purposes. In case that a password is
forgotten, the operator has the option to receive the password over email once the fields from
chapter 3.7 are properly configured.

‘% Settings i X
A input # A Enabled |User Name @ LoginName @ Login Password | Security Level Email Address Q
2 Operator operator Change... Medium Security v operator@paradox. com
A Output 1 admin Change... Administrators victorm@paradox com
A rator (21256),
Events

M Security Profiles
.4 Miscellaneous
« * Email Account
Video Settings

[Z8 Accounts

X Cancel v Ok

Fig. 17 Operators
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3.7. Email account

In this section an email account can be set to recover an operator’s password. Once the
email is properly configured, by pressing the Forgot password button in the login dialog box,
the password will be received on the email address added for each operator.

S Settings

Email Account

A Input
Outgoing Server (SMTP)
A, Output Active
Events Host

User Name:

M Security Profiles
Password:

< Miscellaneous Port: 25
Use SSL [~}
«a Operators

Email Account

Video Settings

Email Address:

Test Email

|28 Accounts

xX Cancel v Ok

Fig. 18 Email account
3.8. Video settings

Video settings were used for HD77 camera integration. It’s not used anymore for current
cameras. Latest 4.1.6 version does not support HD78/88 camera integration.

3.9. Accounts

Accounts tab (Fig. 19) allows a few advanced settings for sites registered to the IPRS7: set
remote access parameters to allow operators to arm/disarm sites or to control PGMs.

Also, in this section a security level can be assigned to each account. Based on these
security levels, operators with higher or lower access level will be able to connect only to the
assigned sites. Remote connections are not supported on EVO panels version 7.10 and above
or for MG series ECO S029 and S030.
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& Settings _ x
A nput # A | Account# Q| Label @ Connect to Panel | Security Level IPPot | IP/PCS Password
9 11 NA 0 Low Security - 10000
A Output 10 5555 NIA [m] Low Security v 10000 arrene
Events

M Security Profiles
} Miscellaneous
& Operators

« * Email Account

Video Settings

X Cancel v 0Ok

Fig. 19 Accounts tab

3.10. IPRS7 events main window

The main screen of the IPRS7 is organized in two tabs, Events and Accounts.

Events tab (Fig. 20) is used to monitor each event transmitted by the communication
modules to the IPRS7. The Event list is mostly used for troubleshooting, in order to find out if the
events are properly transmitted to the receiver. Event list CANNOT replace the functionalities of a
dedicated CMS software. It does not contain features to customize the events by type or to
generate audible alarms in case of an alarm type.

Events ' Accounts

[=] ['e«] 208950000 Events

ID ¥ | Date and Time Account# Q| Event CID # Description Q| Partition/Door | Zone/User Received From Q| Status

76 6/20/2019, 3:143:31PM 9123 W 3407 Remote Arm by User 01 001 00:19'BA0B:41:2B Notreported, monitoring
75 6/20/2019, 3:40:03 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA0B:41:28 Not reported, monitoring
74 6/20/2019, 3:37:40 PM 9123 W 1412 Successful download/access 00 000 00:19:BA'0B:41:2B Not reported, monitoring
73 6/20/2019, 3:35:02 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA0B:41:28 Not reported, monitoring
72 6/20/2019, 3:34:03 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA0B:41:28 Not reported, monitoring
7 6/20/2019, 3:33:02 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA0B:41:2B Not reported, monitoring
70 6/20/2019, 3:32:02 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA0B:41:28 Not reported, monitoring
69 6/20/2019, 3:31:02 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA0B:41:2B Not reported, monitoring
68 6/20/2019, 3:30:08 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA'0B:41:2B Not reported, monitoring
67 6/20/2019, 3:30:07 PM 9123 @ 1407 Remote Disarm by User 01 001 00:19:BA0B:41:28 Not reported, monitoring
66 6/20/2019, 3:29:36 PM 9123 @ 3407 Remote Arm by User 01 001 00:19:BA:0B:41:28 Not reported, monitoring
65 6/20/2019, 3:29:02 PM 9123 W 1602 Periodic test report 00 000 00:19:.BA0B:41:28 Not reported, monitoring
64 6/20/2019, 3:28:03 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA:0B:41:2B  Not reported, monitoring
63 6/20/2019, 3:27:02 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA0B:41:2B Not reported, monitoring
62 6/20/2019, 3:26:02 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA:0B:41:2B Not reported, monitoring
61 6/20/2019, 3:25:44 PM 9123 @ 1407 Remote Disarm by User 01 001 00:19:BA0B:41:28 Not reported, monitoring
60 6/20/2019, 3:25:32 PM 9123 @ 3407 Remote Arm by User 01 001 00:19:BA0B:41:2B Not reported, monitoring
59 6/20/2019, 3:25:03 PM 9123 W 1602 Periodic test report 00 000 00:19:BA:0B:41:2B Not reported, monitoring
58 6/20/2019, 3:24:07 PM 9123 @ 1602 Periodic test report 00 000 00:19:BA0B:41:2B Not reported, monitoring
57 6/20/2019, 3:24:06 PM 9123 W 1407 Remote Disarm by User 01 001 00:19:BA0B:41:2B Not reported, monitoring
56 6/20/2019, 3:23:48 PM 9123 @ 3407 Remote Arm by User 01 001 00:19:BA0B:41:2B Not reported, monitoring
55 2012019 32338 PM 9123 1412 Successful downlnad/accass. nn non NN:19°BANR 4128 Not renartad_manitarina

Fig. 20 Event page

3.11. IPRS7 Accounts main window

Accounts window (Fig. 21) will display all sites registered to the IPRS7. In this page the
operator will be able to modify the Security profile for accounts or to add labels to accounts. Also,
in this page there are details about panels or communication devices. Accounts can be deleted
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from the same page, by selecting the account -> right click -> Delete account. In order to be used
for future installation the account should be deleted also from Backup/Restore -> Recycle bin.

Events | Accounts

E‘ B@ 2Accounts

VBVStanus Account Q D | Label Q Profile D | Protocol ID | Panel Type | Panel Serial # Q| Panel version | Module T... | Module Serial # Q Module ve... ¥ | Registered Last Event/Po... | Last IP Addr Q) MAc Addreq Logto
Q’ Adive 1111 9 NA 03 v ADEMCOCID  EVOHD 07003AC5 730 IP150 710745F0 5.02 30612020,321.. 2712020, 407.. 192168.100.14 00:19BAOE.. [
Q) Adive 5555 10 NA 02 v ADEMCOCID  MG5000 201A3E54 490 IP150 710358CC 5.02 302612020,3:38.. /2772020, 4:06.. 192168.100.15 00:198A06.. [

Fig. 21 Accounts page

4. Backup/restore procedures for Paradox receivers

4.1. Backup/restore for IPRS7 receiver
There are two methods to backup accounts and events for the IPRS7.

4.1.1. Automatic backup option

IPRS7 should be set to backup the accounts and events automatically. This option can be
configured in Backup/Restore menu -> Backup menu.

For accounts, a filename prefix and destination path can be set.

For events, a filename prefix and destination path and the automatic backup interval can
be set.

% Backup/Restore - X

Manage automatic backups and/or perform manual backupAccount backup includes IPRS-7 settings. Event

A Restore backup includes activity logs

] Recycle Bin Password:
Password eseee Confirm Password eoeee

Confirm Password
Accounts:
Auto-Backup Every time an account is modified, added or deleted and/or when the IPRS-7
seftings are changed

Filename prefix IPRS7backup| (optional)
Backup filename {IPRS7_Backup_Accounls_dd_MM_yyyy_HH_mm_ss ‘
Destination path \‘c Wsers\testiDocuments\backupUPRS7backup ] -
Events:
Auto-Backup Every 01 ~ |hours ~
Filename prefix (optional)
Backup filename [|PRs7_Backup_Evems_ua_MM _yyyy_HH_mm_ss \
Destination path i: WUsers\Public\D aradox Security RS~7\Events| =
[] Delete events after backup

X Cancel A Manual backup v  Sae

Fig. 22 Automatic backup
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4.1.2. Manual backup option

IPRS7 support also manual backup that can be found in the Backup/Restore menu. A manual
backup for accounts and events is recommended when a receiver migration is scheduled. In this
way the operator will be sure that all details will be migrated to the new IPRS7.

% Manual backup — >

This will use the same password and path as the last saved Auto-backup settings.
You can modify the settings which will apply to this backup only
Accounts

Auto-Backup Every time an account is modified, added or deleted and/or when the IPRS-7
seftings are changed

Filename prefix acct | (optionar)

Backup filename acc1lPRS7_Backup_Accounts_dd_MM_yyyy_ HH_mm_ss ‘
Destination path C:Users\testiDesktop N
Events

Backup filename eve1lPRS7_Backup_Events_dd_MM_yyyy_HH_mm_ss ]
Destination path CiUsers\testiDesktop ]
[] Delete events after backup

X cCancel v Ok

Fig. 23 Manual backup
4.1.3. Restore option

In order to restore accounts and events on a new IPRS7 (in case that the first receiver fails)
the user should access Backup/Restore menu -> Restore tab (Fig. 24).

Here, the accounts and backup files will need to be imported. It doesn’t matter how the
backup was done (automatic mechanism or manually), the backup files will be uploaded in the

% Backup/Restore - x
M Backup Restore: A
Restored account will be merged with existing accounts. Any conflicts will be identified
Restore Restored events will appear in a separate view, that won't affect the live events view
W Recycle Bin
Accounts
Select backup [c L ackupIPRS7_Backup_Accounts_2|

Type Password ‘

Events

Select backup [caUsersiP Security -Tevent| []

Type Password [

X  Cancel A, Restore
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Fig. 24 Restore option

4.2. Backup from IPRS7 and restore to IPR512

This chapter will explain the steps that need to be followed in order to import IPRS7 accounts
to IPR512 receiver.

Versions used:

IPR512 2.96.000
IPRS7 4.1.6 or above

IPR512 DB Conversion tool

In order to be able to convert accounts from IPRS7 to IPR512 below software should be
downloaded and run as administrator on the machine where IPRS7 is installed:

https://drive.google.com/open?id=1Wf40h6LeSokWDx9j05 ZSwOWCEdWfYkt

Basic requirements
1. NEW SD card (It is preferred NOT TO use SD cards with previous IPR512 backups)
2. IPR512V2.96
3. IPRS7 installed and operating (Not a specific version is required)
4., PC where the user has full admin rights is required to run DBIPR512convert.exe

Extracting IPR512 DB Conversion tool
1. Create a Folder to extract DBIPR512converter.zip

2. Extract the zip file in the folder created
3. The following information should be available in the folder

A DEIPRS12Camvert

(=] Wberypto-1_1.d1
(%] ParadoxMetworkdl
{%] PDXTurnClhient.dil

Fig. 25 IPR512 DB Conversion tool folder


https://drive.google.com/open?id=1Wf4Oh6LeSokWDx9j05_ZSw0WCEdWfYkt
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General software view

The following options form the tool will be available:
b Paradon IPR512 DB Conversion Teel Ve, 30002140 — m] 4

P A R A D O X

This app will comeert IPRS-7 database to IPRS12 SO Card. Mo more than 1024
sccounts can be saved.

[ select 1PR5-7 DataBace o[l Export to S0 Card

Read Wipe Disk

Fig. 26 IPR512 DB conversion tool - software view

o Select IPRS-7 DataBase option: allows you to select the database folder to convert to
IPR512

o Export to SD Card option: Only available when you select a valid IPRS-7 DataBase

¢ Read option: It is used to read the content of an SD card for R&D analysis in case of an
error (please refer to the end of document for additional information)

e Wipe Disk option: It is used to wipe out the information of an SD card. It is recommended
to use it specially if you have an Access Denied Error with an SD card. The time this process
takes varies depending on the size of the card. (4GB cards takes 5-10 min, 32 GB cards
takes about 30 min)

WIPE DISK Option:

1. Select the File DBIPR512Convert tool and run as administrator
2. The tool will show the following option

sl 3 1LTEC1

A& Parados PRS2 DB Conversion Tool Ver, 2020.2, 14,0 — Cl .

P AR AD O X°

This app will conwert IPRS-7 database to IPR512 S0 Card. Mo more than 1024
gccounts can be saved.

Select IPRS-T DataBase

Reas Wipe Dhsk

Fig. 27 DBIPR512Convert tool — first opening
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3. Select Wipe Disk Option and the following menu will appear
A

P A R AD O X

This app will convert IPRS-7 database to IPRS12 S0 Card. Mo more than 1024
gccounts can be saved.

Salect IPRS-T Dataflase

H'Eid - I 1 | | I
Waming 4

This will delete all d21a permanently, de yau ta
J camlinue!

o

Fig. 28 Wipe disk

4. Click Yes. If a message with an error appears, please click OK and repeat the process
a - - , .

P A R A D O X°

This app will comwert IPRS-7 database to IPR512 SD Card. Mo more tham 1023
scoounts can be sawved.

Select IPRS-T Database

Riead [ Wipe Disk | )
Paradox IPRS12 database conwersion toal 4

Detected Removable| Something went wrong repeat the wiping

WR512 backup file fo

Detected IPR312 Me

Wiping the Dat
Please wait from 5 tal . T —

Data Has been deleted ssooessfuly

Flicrosoft hekPart

Fig. 29 Error after Wipe Disk is selected
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5. The below message will appear indicating an approximate time for the process to

complete.
A Paradox IPR512 DB Conversion Tool Ver, 2020.2,14.0 — () >

P A R A D O X°

Thas app will convert IPRS-7 database to IPRS512 SD Card. No more than 1023
accounts can be saved.

Select IPRS-7 DataBase

Read I Wipe Disk |

Detected Remowvable Media on \\W\PhysicalDrivel Handle=2222

PR512 backup file found... Wl exgort to backup file 1/10 [IPR512 1D: 59]
Detected IPR312 Medsa.

Wiping the Data

Please want from 5 to 10 man to complete the process.....

Data Has been deleted successfuly

Detected Removable Media on W \PhysicalDrivel Handle=2195

WPR512 backup file found... Wil export to backup fille 1710 [#PR512 1D: 59]
Detected IPR312 Medea.

Wipang the Data .

Please wan from 5 to 10 man to cormplete the process.....
Data Has been deleted successfuly O
Detected Removable Media on \\W\PhysicalDrivel Handle= 22601
PRS512 backup Mile found... Wil export to backup fde 1710 [IPRS
Detected IPRS1Z Medsa

Wipang the Data .

Please wan from 5 to 10 man to complete the process.....

Fig. 30 Wipe disk progress

6. In case there is a message on the top of the window not responding please let the process

continue until the end.
7. There will be a prompt message indicating the process is completed and you will be asked

to remove the SD card.

P A R A D O X°

This app will conwvert IPRS-7 database to IFR512 S0 Card. Mo more than 1024
accounts can be saved.

Select IPRS-T DataBase

Read WWip= Disk |

Detected Remavable Madia on WP hysical Drive ] Handle= 2244 u

IFR5312 backup file found.] P
Dretected IPR512 Media. Paradew IPR512 database conversion Bocld »

Wiping the Data ...
Please wait from Sto 10 Kindly resnove the 50 Card and rmake 8 backup frem IPR512

Data Has been deleted sue

Detected Fermavable kled

IFR312 backup file found.)
Detected IPR512 Madia.
Wioino the Data ...

Fig. 31 Wipe disk process completed
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8. At this point please remove the SD card and click OK
9. After doing the above process please follow the instructions below to convert the database
from an IPRS-7 to IPR512

Database transfer from IPRS7 to IPR512
10. Insert the SD card in the slot of the IPR512

11. Create a backup from the IPR512 (default password: admin)

12. Remove the SD card from IPR512 and insert it in the PC where the IPRS7 and IPR512 DB
Conversion Tool are running.

13. Close and exit the IPRS-7 session

14. Run as administrator the tool "DBIPR512 convert tool"

15. Select the option “select IPRS-7 Database”

Ay Paradox IPR512 DB Conversion Tool Ver, 2014,4.0.44 — O X

P AR A D O X°

This app will convert IPRS-7 database to IPR512 SD Card. No more than 1024
accounts can be saved.

Select IPRS-T DataBase

Read

Fig. 32 Selecting IPRS7 database

16. Browse and select the folder Data under users/public/public documents/Paradox Security
Systems/ IPRS7/ {949f...}/data

SRR

P A R A D O X°

This app will convert IPRS-7 database to IPR512 SD Card. Mo more than 1024
accounts can be saved.

[ Select IPRS-7 DataBase |

Read

Browse For Folder >

Select Folder

Tools ~
~ Users
Default
jpelestest
~ Public
Libraries
Public Account Pictures
Public Desktop
~ Public Documents
Embarcadero
~ Paradox Security Systems
Baby\Ware
Backup
InField
~ IPRS-7
~ {249FDT25-EF16-4FFC-BAT1-06343D9E1 80E}
Data
DBServer w0

[ oc || cCanem

Fig. 33 IPRS7 database path
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17. Click OK
18. Select the option of export to SD card

A Paradox IPR512 DB Conversion Toel Ver, 2014.4.0.44 - O *

P A R A D O X°

This app will convert IPRS-7 database to IPR512 SD Card. No more than 1024
accounts can be saved.

Select IPRS-7 DataBase ]l Export to SD Card

Read

Fig. 34 Exporting IPRS7 database to SD card

19. If there are accounts that need to be removed or added please select those accounts to be
added and deselect the ones not desired

1
A Select Scoounts = o ®

Flease select the accounts you want to export to the IPR152

‘.‘;.{L‘:.{:‘.{.K
ELEREE B

AR AR AR A
Sisianss
JE2HEL3G

ALAL ALY
EEENS

There are B48/343 itemis) selecied. o

Fig. 35 IPRS7 database managehent
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20. Message below should appear (media update successful)

— e -

A Paradox IPR512 DB Conversion Tool Ver, 2014.4.0,44 - O b4

P AR AD O X

This app will convert IPRS-7 database to IPR512 SD Card. Mo more than 1024
accounts can be saved.

Select IPRS-T7 DataBase

Read

Detected Removable Media on '\ \PhysicalDrivel Handle=2712

IPR312 backup file found... Will export to backup file 1/10 [IPR312 1D: 93]
Detected IPR312 Media.

Writing to Media ...

Mediz update successful

Fig. 36 Exporting progress

21. After the backup is being generated please remove the SD card from the PC

22. Insert the SD card in the IPR512 slot

23. Select the backup menu option from the IPR512 LED screen an restore the backup (Only
one backup will be available)

24. In the LED screen should be seen the amount of accounts generated and should match the
accounts you wanted to restore from the backup in your IPRS-7

READ Option - used for R&D analysis in case of an error

1. Select the File DBIPR512Convert tool and run as administrator
2. The tool will show the following option

A Paradon IPR312 DB Conversion Tool Ver, 2020.2, 34,0 = [m] 4

P AR AD O X

This app will convert IPRS-7 database to IPRS12 SO Card. No more tham 1024
sccounts can be saved.

Select IPRS-T DataBase

Read Wipe Disk

Fig. 37 Read option
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3. Select Read Option and the following menu will appear

b

P AR AD O X

This app will convert IPRS-7 database to IPR512 SO Card. No more tham 1024
sccounts can be saved.

Select IPRS-T DataBase

I Read Wipe Disk

Detected Removable Media on W\ PhysicalDrivel Handle=708
PRS2 backup file found... Will mepart to backup file 1710 [IPRS12 10: 58]
Detected IPR312 Media

Fig. 38 Read progress

4. You will be asked to save the file, please select a folder where you want to save the file.

Ay Save A
= ~ 4 Bl » ThisPC » Deskiop »
Organize * Mew folder

Fig. 39 SD card image saving location

5. Send the file to the Paradox contact which was asking for the file



