BABYWARE P A R A D O X
Client/Server setup procedure

1 BABYWARE SYSTEM REQUIREMENTS

e A Processor: Intel or AMD processor with at least 64-bit support and 2 GHz or a faster processor
¢ An Operating system: Microsoft® Windows Vista, Windows 7, or Windows 10 (32-bit or 64-bit)
e RAM: 4 GB RAM or more

e Hard disk space: At least 2.0 GB or more hard-disk space depending on the numbers of accounts

¢ Monitor resolution: 1024x768 is recommended

¢ Internet: An Internet connection is necessary for communication with panels thru SWAN.

e PDF viewer of your choice such as Adobe Acrobat Reader. Microsoft Edge and Google Chrome
contain built-in PDF viewer functionality. This is needed to be installed to view the
documentation and the help files.

e Administrative rights on the PC where you will be installing the software

2 INTRODUCTION

In this configuration, the accounts (Server) and the Babyware GUI interface (Client) are not installed on
the same computers. Using this type of configuration, it is possible to install more than one Client. Each
of them will have access to the same accounts on the server. The setup is done in several separate steps
first, the Server setup then, the Client(s) setup. For the clarity of the procedure, we will assume that the
installation for the server and client(s) are the same network LAN.

Client 1 setup

Server setup

D EEEE—— Babyware Client 1
IP: 10.100.20.100

Babyware
Server

IP: 10.100.20.140
Port: 16001

Babyware Client 2
IP: 10.100.20.101

Client 2 setup (is needed)
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3 BABYWARE IN SERVER MODE SETUP PROCEDURE

Below are the primary steps required to get Babyware up and running in Babyware server mode.

3.1 PREPARE BABYWARE FOR INSTALLATION

1. Verify that your computer you will install Babyware meets the system requirements (section 1
above).

2. Login as a user with administrative privileges.
3. Close all applications on your computer.

3.2 INSTALL BABYWARE AS SERVER

1. Double-click on the desired Babyware Setup.exe file to start the installation process.

‘ | [l = | Downloads

- O X
Home Share View 9
« v P 4 > ThisPC » Downloads v O Search Downloads
) MName Date mcclifiécl Type Size
~ 3 Quick access
I Desktop ~ Earlier this week (1)
* Downloads 5% Babyware v5.2.14 Setup 11/23/2020 6:36 AM Application 121,729 KB

&= Documents
&= Pictures
J’! Music

m Videos

@ OneDrive

~ [ This PC
J 3D Objects
[ Desktop
|| Documents
; Downloads v

1item -

2. Select the installation language

Installer Language >

Flease select a language.
1 BW
English '

Cancel
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3. During the installation, read the master agreement and accept it, or exit if you do not agree with
the terms.

4. Select the installation location path.

Select the Start Menu shortcut name.

6. Select the database type. In this case, select the Server option then click Install.

i=w Babyware v5.2.14 Setup - ¥

{ow

Select the option "Server”™ to allow another instance of Babyware to access the database.
Install database access as:

g

Select the Database type

() Standalone
() Client
(®) Server

If the option selected is "Client” or "Server” database then the following apply:
This option install a Windows Service to run the database engine.
The Service name is ™MEWare Database™

The database engine use TCP/IP communication on a port from 16000 to 16020.
Sufficant rights are needed to install the database engine.

< Back Install Cancel

7. The setup program will install all the needed files for the server mode installation.

8. If the installation is on a computer running Windows Vista or Windows 7, a dialog may appear
saying that the Microsoft Visual C++ 2013 Redistributable package will install on the computer.
This package will install the base files needed to run Babyware correctly on the computer. Click
Ok to continue.

9. On the last step make sure the Run Babyware checkbox is checked then click Finish.
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5w Babyware v3.2.14 Setup

iBW

Completing Babyware v5.2.14 Setup

Babyware v5.2. 14 has been installed on your computer,

Clidk Finish to dose Setup.

Run Babyware v5.2,14

P AR A D O X

< Back Cancel

3.3 BABYWARE SERVER CONFIGURATION
1. Atthe Login dialog, enter the default password (1234).
2. At the Accounts dialog select Database — Settings

= Accounts

File Edit BEEIEEEHN Schedule/Batch  Help
Welcnmcnunts} @ R

Acc.. & | Label Q Group Panel Type Ver:
Account 1 MNew * .| Auto Detect * 010

3. The Database Setting dialog will be displayed. The Standalone PC checkbox should not be
selected but the Client / Use Local Database option should be selected.
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5w Database Settings >

Client ™. Server

To connect to a remote server for shared database applications, select the User Remote
Database (Server) option. Otherwise, select the Use Local Database option.

[] standalone PC, no database shared
Data are saved on this computer without possibility to share it, no database server is

used, only direct file access
Client
(@) Use Local Database

Account data will be saved on this PC

() Use Remote Database

Account data will be saved to a PC running BabyWare that has been set as the host
server. The client and server PC must be on the same LAN.

IP Address:. | U.U .00

Port: BODD

Server Password:

Cancel 0K

4. Now, click on the Server tab. This will display the server database parameters.

{= Database Settings £3

Client | Server

Enable the option below, if you want to use this computer as a centralized database
where multiple users can save/edit account data over a LAN.

Host Server
Use this PC as the host server

IP Address: 10 100. 20 171
Port: 16001
Server Password: 1234

Cancel 0K

Make sure the Use this PC as the host server checkbox is checked. Then enter the desired
password that will be needed to access the server. Take note of this password as it will be
needed during Babyware Client configuration step. (see section 4.3 below)

Also, take note of the server IP Address and port as those will also be needed during the
Babyware Client configuration step.

For this example, we have: IP Address: 10.100.20.171
Port: 16001
Server Password: 1234
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5. Now close the dialogs and Babyware as the Babyware Server configuration is completed.

3.4 BABYWARE WINDOWS FIREWALL RULES VALIDATION (OPTIONAL)

During the installation process, the setup added new needed firewall rules within the Windows firewall
to permit for the Babyware server to be accessible on the network. Firewall rules define what kind of
Internet traffic is allowed or blocked. A rule can be applied to traffic from the Internet to your computer
(inbound), or from your computer to the Internet (outbound). In our case, the setup had added two
inbound rules.

e Rule 1 - Babyware server: This rule is permitting to the Babyware Server to be accessible
(visible) to the other Babyware clients within the network.
e Rule 2 - Babyware: This rule is permitting to Babyware to access the Internet.

If you want, you can verify that those rules are correctly defined. Here is the procedure to access
Windows Defender Firewall with Advanced Security

1. You can open the “Windows Defender Firewall with Advanced Security” dialog by typing in the
Start Menu:
e For Windows 10 type: Windows Defender Firewall with Advanced
Security then click Enter.
e For Windows 7 type: Windows Firewall with Advanced Security then click
Enter.
2. Click Inbound Rules in the left frame of the window. Now you should see the following dialog
containing the Babyware and Babyware Server rules.

& Windows Defender Firewall with Advanced Security - o x
File Action View Help
|25 k= H
P Windows Defender Firewall witl B Lt Actions
MjinbondRuics Marme Group Profile  Enabled  Action  Ovemide  Program  Local Addres * || Inbound Rules -
&3 Outbound Rules
B Connection Security Rules | 9 000 Al Yes Allow  No CiProgr.. Any & NewRule
%, Monitoring % Babyware Server Al Yes Allow  No Ci\Progr..  Any T Fiter by Profe N
& @{Microsoft. AAD, gin_1000.183.. @(Micresoft AA.. Domai.. Yes Allow  No Any Any
@ @[Microsoft Windows.CloudExperience.. @(Microsoft Win.. Domai.. Yes Allow  No Any Any T Filter by State 4
8 @iMic Wind H.. @{MicrosoftWin.. Domai.. Yes Allow No Any Any 7 Filter by Group 4
& @{Microsoft.Wind @(Microsoft Win.. Domai.. Ves Alow  No Any Any View N
£ @FirewslIAPL.dll -80201 @FirewslIAPLdll.. Al Yes Alow Mo seSystem... Any N
9 @FirewallAPL.dI|-80206 @FirewallAPldll.. Al Yes Allow  No SSystem.. Any 1G] Refresh
£ Allloyn Router (TCP-In) Allloyn Router Domai... Yes Allow  No %System...  Any | Export List...
 Allioyn Router (UDP-In) Allloyn Router  Domai. Yes Allow  No Sisystem... Any H +ep
 App Installer App Installer Domai.. Ves Alow  No Any Any
BranchCache Content Retrieval (HTTP-In)  BranchCache - C... Al No Allow No SYSTEM Any Babyware -
BranchCache Hosted Cache Server (HTTP., BranchCache - H... All No Alow  No SYSTEM  Any @ Disable Rule
BranchCache Peer Discovery (WSD-Inj  BranchCache - P...  All No Alow Mo Stsystem...  Any ¥ ot
) Cast to Device functionality (Wave-TCP... Castto Devicefu.. Private.. Yes Allow  No Sasystem... Any
9 Cast to Device functionality (qWave-UDP... Castto Devicefu.. Private.. Yes Allow  No oiSystem... Any E Copy
) Cast to Device SSDP Discovery (UDP-In)  Castto Devicefu... Public  Yes Alow Mo seSystem... Any K Delete
) Cast to Device streaming server (HTIP-St.. Castto Devicefu.. Public  Yes Alow  No System  Any B Properties
% Cast to Device streaming server (HTTP-St.. Castto Devicefu.. Domsin  Yes Alow Mo System  Any B Her
) Cast to Device streaming server (HTIP-St.. Castto Devicefu.. Private  Yes Allow  No System  Any
) Cast to Device streaming server (RICP-Str... Castto Devicefu.. Private  Yes Alow  No System... Any
) Cast to Device streaming server (RICP-Str... Castto Devicefu.. Public  Yes Allow  No Sisystem... Any
) Cast to Device streaming server (RICP-Sr... Castto Devicefu.. Domain  Yes Alow  No System... Any
) Cast to Device streaming server (RTSP-Str... Castto Devicefu.. Private  Yes Alow Mo seSystem... Any
) Cast to Device streaming server (RTSP-Str... Castto Devicefu.. Public  Yes Allow  No Sisystem... Any
 Cast to Device streaming server (RTSP-Str... Castto Devicefu.. Domain  Yes Alow  No System... Any v
< >« >

3. You can double-click on any of those rules to see all its properties.
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4. If one or both of those rules are not present, this can be due to access privileges that as not
been granted to access the firewall rules for the user during the installation process. In this case,
your network administrator could easily create those rules by invoking the following two
commands:

NETSH ADVFIREWALL FIREWALL ADD RULE NAME="BABYWARE" DIR=IN PROGRAM="PATH OF
INSTALLATION OF BABYWARE\BABYWARE.EXE" PROFILE=ANY ACTION=ALLOW'

NETSH ADVFIREWALL FIREWALL ADD RULE NAME="BABYWARE SERVER" DIR=IN PROGRAM="PATH
OF INSTALLATION OF BABYWARE\NXSERVER.EXE" PROFILE=ANY ACTION=ALLOW'

3.5 BABYWARE DATABASE SERVICE VALIDATION (OPTIONAL)

During the installation process, the setup added a new Windows service that runs the Babyware
database. Unlike regular software that is launched by the end-user and only runs when the user is
logged on, Windows Services start without user intervention and may continue to run long after the
user has logged off. The Windows services run in the background and will usually kick in when the
machine is booted.

If you want to see if the Babyware server service is running, you can do the following.

1. You can open the Windows Services dialog by typing in the Start Menu type Services then with
the mouse click on the Services shortcut.
e Type: Services then click Enter.
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i Services - O
File Action View Help
e EHEe= HE>» = 0w
.. Services (Local) . Services (Local)
NEWare Database (16001) MName Description Status Startup Type Leg On As
ctonth . 55 Microsoft Passport Provides pr... Manual (Trig..  Local Syste...
op the service & - . . .
Pause the service \,(_,.Mfcrosof'tpassport Container Manageslo.. Running  Manual (Trig..  Lecal Service
. i &k Microsoft Software Shadow... Manages so... Manual Local Syste...
Restart the service
55 Microsoft Storage Spaces S..  Host service.. Manual Metwork S...
55 Microsoft Store Install Service Provides inf... Manual Lecal Syste...
£k Microsoft Update Health Se...  Maintains U... Disabled Local Syste...
£k Microsoft Windows SMS Ro... Routes mes... Manual (Trig...  Local Service
5k Natural Authentication Signal aggr... Manual (Trig..  Local Syste...
‘55 Net.Tcp Port Sharing Service  Provides abi.. Disabled Local Service
£k Netlogon Maintains a ... Manual Lecal Syste...
{Eh Network Connected Device... Metwork Co... Manual (Trig...  Local Service
‘55 Metwork Connection Broker  Brokers con..  Running  Manual (Trig...  Local Syste...
55 Network Connections Manages o... Manual Local Syste...
{Ek Network Connectivity Assis... Provides Dir... Manual (Trig...  Local Syste...
55 Network List Service Identifies th.. Running  Manual Local Service
‘55 MNetwork Location Awareness  Collects an..  Running  Automatic Metwork 5...
“Eh Metwork Setup Service The Metwor... Manual (Trig...  Local Syste...
Ch Metwork Store Interface Ser...  Thisservice.. Running  Automatic Local Service
MNEWare Database (16001) Running  Automatic Local Syste...
55 Offline Files The Offline ... Manual (Trig...  Local Syste...
£k OpenSSH Authentication A..  Agent to ho... Disabled Lecal Syste...
£1 OpenSSH S5H Server 55H protoc... Manual Local Syste...
55 Optimize drives Helps the c... Manual Local Syste...
55 Parental Controls Enforces pa... Manual Local Syste...
£k Payments and NFC/SE Man... Manages pa... Manual (Trig...  Local Service
‘5 Peer Name Resolution Prot..  Enables serv... Manual Local Service
\ Extended/(itandard/

2. Scrollin the list of services to find in the name a service name that begins with NEWare
Database and with a value in parenthesis. In this example, we have NEWare Database (16001)
as the service name. The value 16001 indicates the port number used by the Babyware
database.

o In the Status column, you should have the service status at Running state

o Inthe Startup Type column, you should have the status at Automatic, so the service is
started when the computer boot-up.

o You can also double-click on the service to look at its properties.

4 BABYWARE IN CLIENT MODE SETUP PROCEDURE

Below are the primary steps required to get Babyware up and running in Babyware client mode. Use this
procedure to configure all needed Babyware clients.

4.1 PREPARE BABYWARE FOR INSTALLATION

1. Verify that your computer you will install Babyware meets the system requirements.
2. Login as a user with administrative privileges.
3. Close all applications on your computer.
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4.2 INSTALL BABYWARE AS CLIENT

1. Double-click on the desired Babyware Setup.exe file to start the installation process.
| V] = | Downloads - O X
\ A%
Home Share View 0
« v 4 { » This PC » Downloads v O Search Downloads
( MName Date mcclifi\r;cl Type Size
~ gk Quick access
I Desktop ~ Earlier this week (1)
* Downloads 5 Babyware v5.2.14 Setup 11/23/2020 6:36 AM Application 121,729 KB
|=| Documents

&=/ Pictures

J’! Music
ﬁ Videos

@ OneDrive

~ [ This PC
M 3D Objects
[ Desktop
| Documents

; Downloads v

1item

2. Select the installation language

Installer Language >
Please select a language.
{5w
English w
Cancel
3. During the installation, read the master agreement and accept it, or exit if you do not agree with
the terms.
4,

Select the installation location path.
5. Select the Start Menu shortcut name.
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6. Select the database type. In this case, select the Client option then click Install.

5w Babyware v3.2.14 Setup = X

{ow

Select the option "Server” to allow another instance of Babyware to access the database.
Install database access as:

Select the Database type

(") standalone

(®) Client

O Server

If the option selected is "Client” or "Server” database then the following apply:
This option install a Windows Service to run the database engine.

The Service name is ™MEWare Database”,

The database engine use TCP/IP communication on a port from 16000 to 16020,
Sufficiant rights are needed to install the database engine.

< Back Install Cancel

7. The setup program will install all the needed files for the client mode installation.

8. If the installation is on a computer running Windows Vista or Windows 7, a dialog may appear
saying that the Microsoft Visual C++ 2013 Redistributable package will install on the computer.
This package will install the base files needed to run Babyware correctly on the computer. Click
Ok to continue.

9. On the last step make sure the Run Babyware checkbox is checked then click Finish.

i=w Babyware v3.2.14 Setup —

iBW

Completing Babyware v5.2 14 Setup

Babyware v5.2. 14 has been installed on your computer,

Click Finish to dose Setup.

Run Babyware v5.2.14

P AR A D O X

< Back Finish Cancel
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4.3 BABYWARE CLIENT CONFIGURATION
1. Atthe Login dialog, enter the default password (1234).
2. At the Accounts dialog select Database — Settings

P —

5« Accounts

File Edit BEEIELEEE Schedule/Batch  Help
Welcom|INER I counts) @ R

Acc.. & | Label Q Group Panel Type Ver:
MNew * .| Auto Detect * 010

3. The Database Setting dialog will be displayed. The Standalone PC checkbox should not be
selected but the Client / Use Remote Database option should be selected.

{5« Database Settings >

Client . Server

Te connect to a remote server for shared database applications, select the User Remote
Database (Server) option. Otherwise, select the Use Local Database option.

[] standalone PC, no database shared
Data are saved on this computer without possibility to share it, no database server is
used, only direct file access

Client
(") Use Local Database
Account data will be saved on this PC

{® Use Remote Database
Account data will be saved to a PC running Baby\Ware that has been set as the host
server, The client and server PC must be on the same LAN.

IP Address: 0.0.0.0 Q
Port: 16000

Server Password:

oK

Cancel

4. Inthe Client / Use Remote Database section, the IP Address, Port and the Server Password of
the Babyware Server create in section 3.3 above. To ease the client configuration Babyware
provide a tool that searches all Babyware servers in the LAN. To start it, click on the Magnifying

Glass button. The Locate Database Server dialog will appear.
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{5 Locate Database Server (LAN) O >
Select the server to which you wish to connect.
Displays all Baby\Ware installation that have been set as the host server.
Computer Name IP Address: Port
Unknown 10.100.20.171 16001
Database server detected: 1 Refresh
Cancel

This dialog will list all the Babyware Servers located in the LAN. You can select the one that
corresponds to your server and click the OK button. The dialog will close and the IP Address and
Port number of the Babyware Server will be filled with the correct values. To complete, you
must enter the correct Server Password created in section 3.3 above.

{5« Database Settings Y
Client ™. Server

Te connect to a remote server for shared database applications, select the User Remote
Database (Server) option. Otherwise, select the Use Local Database option,

[] standalone PC, no database shared

Data are saved on this computer without possibility to share it, no database server is
used, only direct file access

Client

(") Use Local Database

Account data will be saved on this PC

(@) Use Remote Database

Account data will be saved to a PC running BabyWare that has been set as the host
server. The client and server PC must be on the same LAN.

IP Address: 10 .100. 20 .17 p

Port: 16001
Server Password: send
Cancel 0K

5. Babyware now will ask to restart to complete the client configuration. Press Yes to restart
Babyware. Babyware need to restart to complete the configuration.
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Database Settings *

Restart BabyWare to connect to the remote database server
Restart now?

4.4 BABYWARE CLIENT VALIDATION
1. After Babyware has been restarted, you can verify that the Babyware Client configuration is
valid.
At the Login dialog, enter the default password (1234).
In the Accounts dialog you should see the message “Connected to remote database server” this
indicates that Babyware is working in Client mode.

{5 Accounts V5.4.14 - O *

File Edit Database Schedule/Batch Help

Welcome, Admin (1 Accounts) A~ | ) = " A
Connected to remote database server @ Refresh || Open | g Save ® Connect | g My Profile agg Operators
Acc.. & | Label Q Group Panel Type Version Connection Opti... | Contacts | System Login/Pane... | System/PC Passw..

=
=
=Y

4.5 BABYWARE WINDOWS FIREWALL RULES VALIDATION (OPTIONAL)

During the installation process, the setup added new needed firewall rules within the Windows firewall
to permit to Babyware access the internet. Firewall rules define what kind of Internet traffic is allowed

or blocked. A rule can be applied to traffic from the Internet to your computer (inbound), or from your

computer to the Internet (outbound). In our case, the setup had added one inbound rule.

e Babyware: This rule is permitting to Babyware to access the Internet.

If you want, you can verify that those rules are correctly defined. You can follow the same procedure as
in section 3.4 above.
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